




Q1: (3*4= 12 Marks)

(a) What are the three pillars of digital security? Explain any three
benefits of digital security.

Answer

The three pillars of digital security are Confidentiality, Integrity and Availability,
commonly called the CIA triad. They give a simple way to decide what must be
protected in a computer system and what can go wrong if security fails.

Three pillars of digital security
1. Confidentiality means that information is seen only by authorised persons.

Passwords, access control, encryption and data classification are used to stop
unauthorised disclosure. For example, only the account holder and authorised
bank staff should be able to view confidential banking information.

2. Integrity means that data remains correct, complete and trustworthy. It should
not be altered, deleted or replaced by an unauthorised person. Hash values,
digital signatures, audit logs and controlled permissions help detect or prevent
improper changes. A marks database, for instance, must not be changed
without proper authority.

3. Availability means that authorised users can obtain information and services
when they need them. Backups, redundant servers, power protection, network
monitoring and disaster recovery plans support availability. A hospital
information system that is secure but unavailable during an emergency is still
failing an important security requirement.

Any three benefits of digital security
1. Protection of information and privacy. Security controls reduce the risk of

personal, financial and organisational information being stolen, exposed or
changed. This protects both the organisation and the people whose data it
holds.

2. Continuity and reliability of services. Protection against malware,
denial-of-service attacks, equipment failure and accidental loss helps systems
remain usable. Regular backups and recovery arrangements also reduce the
effect of an incident.

3. Trust and reduced financial loss. Customers and employees are more willing to
use digital services when they believe their data and transactions are safe.
Good security also reduces fraud, recovery cost, legal exposure and loss of
reputation. Thus, the CIA triad is not only a technical idea; it supports
dependable day-to-day digital operations.
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